Configuring Veritas NetBackup 6.5.1
with VCB 1.1 Proxy Server

This document provides the steps necessary to configure Veritas NetBackup 6.5.1 with
VMware’s Consolidated Backup Framework. NetBackup 6.5.1 now provides file-level backup
and restores of Windows virtual machines as well as individual file restore from full virtual
machine backups. This functionality is built directly into NetBackup 6.5.1 without the need for
integration scripts.

Note: This is not an official VMware whitepaper or document. This is simply a record of one
man’s journey to satisfy the quest for knowledge. Please use at your own discretion.

This document assumes the following configuration:
e VirtualCenter 2.5
e ESX35
e VCB 1.1 proxy server
e Veritas NetBackup 6.5.1
e Windows Services for Unix 3.5.

Installing Veritas NetBackup on VCB Proxy Server

Start by downloading and installing VMware Consolidated Backup 1.1 to a Windows 2003
server. Once you've obtained the source files for NetBackup 6.5, proceed with the install
followed by the NetBackup 6.5.1 Update.

Navigate to the above folder and run launch.bat.

Select the NetBackup Installation link from the splash screen.

Now select Install Server Software.

Click Next.

Accept EULA and click Next.

Choose Typical and leave default selection, Install to this computer only. Click Next.
Enter license key, click the NetBackup Master Server.

Accept default Master Server name and click Next.
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Accept default for Enterprise Media Master Server and click Next.
10. Click Install and wait.
11. Once it's done, click Finish.
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Configuring Veritas NetBackup 6.5.1

1. When the NetBackup Administration Console comes up, cancel out of the wizard
since setup will be done manually.

2. Create two new folders such as C:\vmbackups and C:\mnt on the VCB Proxy Server.
Make sure they are empty.

3. From within the NetBackup Administration Console, expand Storage and right-click
the Storage Units object and choose New Storage Unit...

(-4 Policies

== Storage

2 =
[+ Stora Wi Chanae,.,

@ Stora B Delete

@ Catalog -

5@ Hast Prop f5F Copy Storage Uit

;@ Media and De @ Mew Starage Lnik, . k

-3 Device M
o B Media o Eind...
.L'I_E;j" Devices Yie r

4. Enter any name and browse to the C:\vmbackups folder. Check the This directory can
exist on the root file system or system disk box. Click OK.

Skorage unit name:

I skoragel ‘

Skorage unit bvpe:

|Disk _'J ¥ on demand orily
Disk bvpe:
IBasic gk, __ﬂ
—Properties
Media server:
lnitrngenﬂﬂ j /
Absolute pathname to directory: ‘
| Chwmbackups Browse, ., | Propert
v This dic_l_:_u_:_ur';.-' can exist on the rook file system or system disk. !
Maximurn concurrent jobs: ™ Reduce fragment size to:
| 1 _]::i | L k] __I; Megabytes
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Setting up the NetBackup Credentials for VMware

1. Expand Media and Device Management, next expand the Credentials option and right-
click Virtual Machine Servers. Choose New...

Enter the fully qualified name of the VirtualCenter server and click Ok.

In the drop down box, select VMware Virtual Center Server. Enter administrative
credentials and password and click Ok.

Note: For VCB 1.1 use port 443, VCB 1.0.3 or earlier use port 902.

Add Yirtual Machine Server |

Wirtual Machine Server:
we-yEkrium-a, vmeduc, com

— Credentials
Wirtual machine server type:

i'l.r'Mware Wirtual Center Server j

Username:

I Adminiskrator

Password:
I******

Confirm Password:

I******

Porks

I 443 _I-_:-i

(0] 4 Cancel | Help |

4. At this point a warning message will be presented stating that the NetBackup service will
need to be restarted. Click Ok to acknowledge. The services will be restarted later.

Media and Device Management - NetBackup |

L These credentials may nok take effect until daemons or services are restarked on the master server and any media servers that wil
“11) use this Wirkual Machine Server,
: They will also not kake effect on currently active jobs or ukilities.

Adding VCB Proxy Server to NetBackup Host Properties

1. Expand NetBackup Management in the left pane, expand Host Properties and select
Master Servers.
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2. Double the VCB Proxy in the right pane, scroll down and select Virtual Machine Proxy

Servers.

3. Click the Add button followed by the ellipse button and choose the VCB proxy server
from the list or enter the FQDN and click Ok.

Click Add and Close. Now click Apply and Ok.
5. Click Ok to acknowledge the warning again.

Set the Client Host Properties for Timestamps

When performing physical machine backups, NetBackup can use different methods to
determine which files have changed since the previous backup. NetBackup can either use the
archive bit or timestamps. Furthermore, NetBackup can consult the Windows Change
Journal for incremental backups.

E_I web-whkrium (Masker Server) Host I Operating System I 05 Tvpe I Hiosk Twpe: Yersion | Status
..... Activity Monitor @wcb-yttrium Windows2003 w-oi Master Server 6.5.1 Conne
(=18, MetBackup Management
EE Reparts Q Master Server Properties: veb-yttrium
Er@ Palicies |~ [E] Properties Virtual Machine Proxy Servers Defatls |
== Stml'ge i Global Attribut
Catalog - Universal Setti . .
Hiost Properties A petention Peri £dd Virbual Maching Prowy Servers:
----- a Master Servers @ ARG A d & Mew Server Entry E add...
Media Servers | | B, Fibre Transpor
o Clierts 1L Servers Add & new server; REmoyE |
- @ Media and Device Management | | 1 L
EI@ Yault Management | | b Restare Failay I _I
@@ Access Management ) B General Servel Add Il Erowse for computer
[#-¥g Bare Mstal Restore Management | | & Port Ranges — —
o 3 Choose a computer,
Media
Timeouts . =i @ Mebwark
Client 'c‘t_t”b'-'t‘ E Microsoft hetwork Meighborbood
\} SharePoint Hor E&, WORKGROUR
% Firewal B TCAYTTRILM-A
""" &9 Loaaing ICA-YTTRIUM-B
-2 Clean-up Esclient
452 NOMP - BV CE-Y TTRILIM
----- Authorization L[] Y TTRIUM-A
IL] {5y SharedDisk -8 Local Metwork Meighborhood
@ Access Contro
— wirtual Machine
< i #
7 | ok Cancel

Since VCB virtual machine backups are always performed on snapshots of virtual machine disk
images, only timestamp-based backups will work. Therefore, NetBackup must be configured to
use timestamps and the Change Journal has to be ignored. This can be done by performing the

following steps:

1. Inthe left-hand pane of the NetBackup Administration Console, navigate to
NetBackup Management/Host Properties/Clients.

2. This will activate the client button on the menu bar. Click the button to choose the client.
Using the ellipse button, choose the VCB proxy server and click Ok twice.
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web-wEbrium Clients of weh-vEkrium
S veb-yhtriom (Master Server) Host | Operaking System | 05 Type | Haost
g Activity Manikar Ehnnse Chenk
= MetBackup Management

Reports =] Choose the client ko edit properties: CK |

@ Palicies ‘;'

(=] Storage I _I Cancel |

g Catalog

SE i Hast Properties Il Browse for computer

a Master Servers
‘@] Media Servers Choose a computer.
5| Clients
-5 Media and Device Management = @ Etw'?'rk )
EEI--@ Vault Management EI-- Microsoft Metwork Meighborhood
-5 Access Management Eé ORKGROUP
[+-%84 Bare Metal Restore Management ;2 ICAYTTRILM-4
ICA-YTTRIUM-B
[ baclient
WCB-4 TTRILIM ‘———
2 WI-YTTRIUM-A
#-EB Local Metwork Neighborhood
0K Cancel |
¥ Auto-Select the current domain .

4. In the Client Properties dialog box, expand Windows Client in the left pane and select

Client Settings.

5. In the right-hand pane of this window (which is now labeled Client Settings) locate the

setting Incrementals.

Change the default for this setting from Based on archive bit to Based on timestamps.

Make sure that the Checkbox for Use Change Journal in incrementals is not checked.

Now click OKk.
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Client Properties: ¥vch-yttrium

=), Properties

i1 Universal Settings
-8 Fibre Transport
[ Servers

foe B Clienk Mame
[2] Encryption

{?.)" Part Ranges

Timeauts
i Firenwall
['\

Client Settings

Defaults I

—additional logging levels

archive bit:

General level: TCP level:
iI:I {rinirnunm) v| II:I (Mo extra logging) :_]
—Archive Bit | Incrementals
W) = time before clearing ~Incrementals ——————
e

,-;rg Logging

i Access Control

= g Windows Client
B Cligrk Setting:
Exclude Lisks

{” Based on archive bit

00 = seconds

[ Use Change Journal in incrementals

¢. W YSP Tirme overlap: [ Maximum error messages for server
ol Metwork | &0 E minutes l 10 3: messages
g Lotus Mokes
1|:' Exchange Communications buffer size: Keep skatus of user-directed backups,
..EB sharePoint 20 = archives, and restares for:
HH I 32 3 Kilobytes 4
| 3 3— days
User directed timeouts:
! &0l P iseconds ¥ Perform default search For restars

Jl | 2]

Cancel | apply | Help l

o]

8. At this point, it might be wise to reboot the VCB proxy server to ensure all the changes
are reset and the warning message from earlier is addressed.

Creating a Virtual Machine Backup Job in NetBackup

The next step is to configure NetBackup to schedule periodic backups for specific virtual
machines.

1. On the VCB Proxy, open the NetBackup Administration Console.

2. In the left pane, highlight Policies. Right-click, choose New Policy. Enter a name for the
backup job but do not check the Use Backup Policy Configuration Wizard. Click OK.

3. On the Attributes tab, click the drop down menu for the Policy type:

e MS-Windows-NT — Backs up individual drives, folders and/or files for Windows
guest operating systems.

e FlashBackup-Windows — Performs full virtual machine backups or individual
drives for Windows guest operating systems. This method potentially backs up
faster if virtual machine is heavily populated with small files.

Configuring a Virtual Machine Backup Policy

1. Select a storage unit.
2. Deselect Collect disaster recovery information for Bare Metal Restore checkbox.
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3. Select Perform snapshot backups and select Perform off-host backup, next click Use

virtual machine proxy option.
4. Click Snapshot Options.

Add Mew Policy - Full¥MBackup

Palicy type:

[ M5 Windows-NT

— Destination
D ata Claszification:

| <Mo data clazsification: j

Falicy storage unit £ lifecycle policy:
||§ ghoragel j
Palicy volume ponl;

|NstE ackup

[T Take checkpoints even:

|D 3: mittes

[ Limit jobs per policy:

Job prionity:

ID—? [higher number iz
=1 greater priority]

tedia Owher;

| iy ;!

W Active. Gointo effect at:
| 5/ 1/2008 == 44214 4M =

[T | Backup Metwork Drives
[T | Crozs mount points
[” Compression

[ Encippti

[ Collect sher recovery infarmation far
[nteligent Dizaster Recoverny

[T | Collect dizaster recovens infarmation far B are
fetal Bestore

[ Collect true image restare infarmation

[ | with move detection

[Fequired for zunthetic backups and Bare Metal
Restore]

[ Allow multiple data streams
[T | Enable document restore

F.evward phrazse: [optional]

— Snapzhat Client

¥ Perfarm shapshot backups
[T Fetain zrapzhots far | retamt
¥ Perfom off-host back

i Usze altemnate client
" Usze data maover

[T Pertorm block level incremental backups

Snapzhat Client Optionz....

[ff-hiozt backup machine;

| wbepttrium j

Help

o |

Cancel |

5. On the Snapshot Client Options page, click inside the Snapshot mount point

configuration column and enter the Windows path to the mount directory created earlier,
c:\mnt. (this must be a local drive, not a network mount point).
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6. The Virtual Machine Backup parameter can be set as follows:

o O-File — Individual folders or files, drives, or all local drives with MS-Windows-NT
policy.
0 1-FullVM — entire virtual machine — FlashBackup-Windows policy only, no
individual file restores.

0 2-Mapped FullVM — entire virtual machine — FlashBackup-Windows policy only,
two restore options — entire virtual machine or individual files or folders.

enapshot Client Options * I

7. Click OKk.

Snapshot method:

I Wiware

2

—Configuration Parameters

Pararmeter

| Yalue I

Snapshok mount poink

Wirtual Machine Backup {0-File 1-FullvkM 2-Ma... 0 ‘\

c:imntk

8. Click the Schedules tab and select New button. Enter name for schedule, the frequency
and click OK.

sat[

M ame I

ahe
i

Add New Schedule - Policy Full¥MBackup

% Attributes |% Start Windowl % Exclude Datesl

Hame:

|Daily

|— Destination:
ctant Fecouern)

o ShapErae copy anapshots to g starage unik
Tvpe of backup: _
" Shapshats only
IFuII Backup j ; : >
[ Multiple copies Carfigure: |
™ Sinthetic backup ™ Owenide policy storage selection;
—Schedule type: |l§ storage] ;’
" Calendar [~ Oweride policy valume poal:
[T Eeties allowed after runday I."JetBackup ;I
¢ Frequency: [~ Oweride media awner:
| Ay 2|
Retention: tedia multiplexing:
l2 weeks [level 1) _ﬂ I 1 j
Ok, I Cancel Help
__ﬂ Mew. .. | Delete | Properties |

9. Choose the Clients tab and click New. Select the Browse virtual machines checkbox
and expand the VirtualCenter server. Click Ok when finished.
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Note: NetBackup uses DNS lookups to populate this list. Make sure that the virtual
machine’s FQDNSs can be resolved or they are listed in the HOSTS file on the VCB proxy

server. This populated list is cached in a file on the VCB proxy server in:

C:\Program Files\Veritas\NetBackup\online_utilI\fi_cntl\vcbnames_vc-FQDN_Any

In a few cases, the directory may not have been created during the install. If this is true,
manually create and recreate the policy. This list may be outdated if new virtual machines
have been added. Simply click the refresh button to update the list.

Browse for ¥Yirtual Machines

Enter Yirkua Machine Mame;

— ¥ Browse Virtual Machines

Last Lpdate; bE,I'EIZ,I'EIB 17:07:17

Find:
I Fimd ek

E‘.---D% wi-ykbriumdl  vmeduc, com
- [F] ), winz003a, vmeduc. com

fis S w2003k, vmeduc, com
[ 8m), winz003¢c. vmedue.com

-8, winz003d. vmedue, com

-8, winz003e. vmeduc, com

e _|

10.Choose the Backup Selections tab and click the New button. NetBackup 6.5.1 uses
Windows Volume Shadow Copy for Windows 2003 Servers by default. To ensure that it
can successfully snapshot the virtual machine, make sure that the following has been

enabled:

Volume Shadow Copy (VSS) - Windows 2003 Virtual Machines Only
To increase the cache size when VSS is used on Windows 2003 Server clients:
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In Windows, right-click My Computer and select Manage.

b. In the console tree, right-click Shared Folders, select All Tasks, and then Configure
Shadow Copies.

Select the volume on which to make changes, and then click the Settings button.

In the Settings dialog box, change the Maximum Size setting to either No Limit or a
size large enough to suit the requirements of the installation and usage of VSS.

Use the table below to configure full backups or file and/or folder backups. Additional
information is available at http//entsupport.symantec.com/docs/293350 on pagel7:

ViMware backup options for M5-Windows-NT policies

Backup Selections Virtual Machine Vihat is backed up Vihat can be restored
entry Backup pammeter
Individual folders and 0-File Specified folders and Individual felders and files
files files only, excluding
Windows system files
Individusal drives For d-File Alldets files and folders  Individusal folders and files
example E\ in specified drives,
eeciuding Windows
system files
ALL LOCAL DRIVES | O-File Alldata files and folders  Individusl folders and files

directive on all lzcal virtusl
machine drives,
e«ciuding W indows
system files
VMware backup options for FlashBackup-Windows policies
Backup Selections Virtual Machine Mt ebathed p Tt vestoned
entry Bachup parameter
Individual drives For I-File Individual drives as raw Individual folders and files, or
example WiE devices . entire drive { not including
operating sys Emor WVillware
virtual disk files)
ALL L&CAL DRIVES | O-File Allindividual drives in Individual folders and files, or
directive virtugl machine == raw entire drives {not including
devices . operating sys emor Wilware
virtual disk files)
ALL OCAL DRIVES | 1-Fullvhd Whitware virtual disk files. Entire vitual machine onby

directive

Backup s “raw partiticn”
hpe.

ALL LCCAL DRIVES
directive

2-Mapped F ullviv

Bactup is “raw partition”
hype.

Whiware virtual disk files.

Entire virtual machine or indivi
folders and files

Source: Symantec Corporation

11.In the Netbackup Administration Console, select the new policy, right-click and choose
Manual Backup. Click OK to start job.
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12.0nce the backup has started, click the Activity Monitor in the left pane monitor the
backup progress. The little blue man with his arms up in the air indicates success.

S nitrogen0d (Master Server)
oI Activity Manitor f‘*
= 1 NetBackup Managemerte "--.._.-

'E[if] Reports
= @ Policies
- & summary of all Palic

- Fullym

—|-{i] Storage Units

. - starage Unit Group:
Catalog

.ﬂ--ﬂ Hask Properties

=55} Media and Device Manager

: g Dervice Monitar -
&l Media MDS: 1 Jobs (0 Queued 0 Artive 0 Walting for Retry 0 Suspended 0O Incomplete 1 Dane) Ei

- -2} Devices e e e e e e e e
_T‘@ Wault Management * 12 Backup Dorne 0 FullvrM TestYMFul nitroge,.. nitroge,.. 10/4f20... storagel 10043
= . -e .

nitrogencs

Restoring a Full Virtual Machine Using NetBackup

There are a couple of steps to restoring a full virtual machine. First, restoring the NetBackup
version of the virtual machine’s backup files using the Backup, Archive, and Restore
application. Next, locate the restored files from the VCB proxy server to the Service Console
using vcbRestore, VirtualCenter 2.5 Converter utility, or NetBackup’s restore application.

1. Launch the NetBackup Backup, Archive, and Restore application.
2. On the menu, choose File > Specify NetBackup Machines and Policy Type...
3. Specify the following in the drop down list:

a. Server to use for backups and restores - VCB proxy server.

b. Source client for restores = the virtual machine to be restored. Click the Edit
Client List button to manually add the FQDNSs of the virtual machines.

Destination client for restores - VCB proxy server.

Policy type for restores - FlashBackup-Windows (see Configuring a Virtual
Machine Backup Policy for the correct option).

4. Click Ok.
ey e e el e T 5]

Server b use for backups and restores:

Ivcb-yttrium

_ﬂ Edit Server List |

Source client Far restores {or virtual client For backups):

IwinZDDSb.vmeduc.com

Destination client for restores;

Ll Edit Client List |

Ivcb—vttrium

Eolicy tvpe for restores:

=

|FIashBackup-Windows

Ok

El

Cancel | Help

Enter names to add to lisk {separated by commas):

I Win2003g,vmeduc, corm|
. Add Marne(s)

Marne i

win2003b.vmeduc.com

winz0o3a,vmeduc.com

win2003c.vmeduc,com

win2003d. vmeduc,.com

win2003e. vmeduc,.com

winZ003f, vmedue, car %
web-ytbrium

Zlient list:
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5. On the menu bar, click the down arrow next to Select to restore... button and choose
the Restore from Virtual Machine Backup option.

'v'iew Skatus | @bj %:

v Restore from Mormal Backup. ..
Restore from Archived Backup. ..
Restore fram Raw Partition Backup...
Restore fram True Image Backup. ..
Restore from Backup Exec Backup. ..
Restore fram Paint in Time Rolback. ..

B, Select For Restore I:

Restore from Marmal Backup as a Proxy...
Restore from Archived Backup as a Proxy, ..
Restore fram Raw Partition Backup as a Proxy. ..
Restore fram True Image Backup as a Proxy
Restore fram Pent in Time Rollback as 2 L4l
Restore Fram Yirtual Machine Backup

6. Select the backup job to restore from date/time list, check the virtual machine and click
the restore button in the left column.

MetBackup History

— e Backed Up I Tirne Expires I Files |
oo 5/2/2005 10:01:39 FM 162008 21505
— | &8 5/2/2008 5:39:39 PM 21507
80 |6 sy2/2008 5:06:04 PM 5162008 21497
& 5/2/2008 7:57:29 PM 5/16/2005 21497
& L

N All Falders Contents of 'win2003a.
et =-[v] =) winz003a, vmeduc. com Mame |

AW == E=F
= = =-[w] L mint

- [ L1 win2003a.vmedue, oo

7. When the Restore Marked Files dialog box opens, there will be two options for restoring:

a. Restore the entire virtual machine - In the drop down list, select the
appropriate VirtualCenter server. Choose the VCB proxy server as the staging
server and enter the path to the c:\Restore directory. This method will restore
the virtual machine to its original, backed up location using VMware-supplied
scripts.
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— Restore Ophionz

{* Bestare the entire virtual machine

" Bestare all vittual machine files ta the staging machine

— Restore Destination Choices

Yirtual maching server:

!vc-yttrium[l'l wrmneduc, com

Staging machine for reztoration:

i‘-.fn::l:n-_l,lttrium

Restore staging location;

I-:: “restare

Note: the virtual machine cannot exist in the VirtualCenter inventory prior to restoration.
b. Restore all virtual machine files to the staging machine - Select the VCB
proxy server as the staging machine and:
I. Run vcbRestore from the ESX Service Console using Windows Services
for Unix (see below) from C:\restore.
ii. Using VirtualCenter 2.5, run the import wizard from Converter to restore the
virtual machine.

Restore Marked Files x

General |

Feztore Options

- Restare the entire virtual macl’%e

f+ Restare all virtual machine files o the staging maching

— Restore Destination Choices

Yirtual machine serven

I'-f':-jr-lt: @1 vrmeduc com

Staging machine for restaration:

!vcb-yttrium

Restore staging location:

|u::'xrestore

YW arning: Restore will fail if the virtual machine already exists | ‘——

8. Then click the Start Restore button to begin. Click Yes to view the progress. Below is a
successful restore:
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Time Requested

Operation Status i | LClaze
5.4 46:51 PHIS i

=1 zful

Delete

Help

— Selected Operation:

A

Fefresh Rate [seconds]: {5 -l Fiefrash
Jousl | =
[ Yerbose Print...
Progress:

19:46:56 IMF - Beginning read-blockmap on server vob-uttium of client win2EI|33a.vmedL_¢_i
19:46:59 [27.001] INF - TAR STARTED

19:46:59 [27.001] IMF - Beqginning restare from server veb-gttium to client wob-ptenium,
19:50:32 [27.001] IMF - TAR EXITING WITH STATUS =0

159:50:32 [27.001) INF - TAR RESTORED 9 OF 9 FILES SUCCESSFULLY

19:50;32 [27.001] IMF - T&R KEPT DEXISTING FILES

19:80:32 [27.001] INF - TAR PARTIALLY RESTORED OFILES

19:50:33 [27 =ux] INF - Status = the requested operation was successfully completed.

-

Restoring a File to a Virtual Machine Using NetBackup
1. Launch the NetBackup Backup, Archive, and Restore application.

2. On the menu, choose File > Specify NetBackup Machines and Policy Type...
3. Specify the following in the drop down list:
a. Server to use for backups and restores - VCB proxy server.

b. Source client for restores - the virtual machine to be restored. Click the Edit
Client List button to manually add the FQDNSs of the virtual machines.

c. Destination client for restores - VCB proxy server.

Policy type for restores - MS-Windows-NT or FlashBackup-Windows with
virtual Machine parameter set to either O-File or 2-Mapped FullVM (see
Configuring a Virtual Machine Backup Policy for the correct option).

4. On the menu bar, click the down arrow next to Select to restore... button and choose
the Restore from Normal Backup... option.

W

| 3, Select For Restore |_v | {2y view Status | 2 2
Reskare From Mormal Backup. .. *—
Restare From Archived Backup. ..
Restare From Baw Partition Backup. ..
Reskare Fram True Image Backup...

5. Select the backup job to restore from date/time list, check the folder to restore and click
the restore button in the left column.
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Bl select for Backup | B, Select for Restore = | EyView Status | N @

NetBarqup Hiskory

Tirne Bicked p | Time Expires | Files I Size | ZOmg
@ 5/3i2005 2:02:11 PM 5j17j2008 2 7

. ™Y
all Fold¥ Contents of 'win2003b. vmeduc.com'
E--- =N in2003h. vmeduc, com hame | Tire Backed Lip |

=- p Fl=vc 5/3iz008 5:02:11 PM

i.[w] L] LabFiles

B

fef

6. When the Restore Marked Files dialog box opens, choose the appropriate restore
option and click Start Restore. Click Yes to view the progress if desired.

Restore Marked Files =

General I

= L\\\!store Destination Choices
" Restare evervthing to itz original location

{* Restore everything to a differant location [maintaining existing structure]:

Destination:

C:\Restore\win2003a4LabFilesy *— Browse. . I

{~ Restore individual folders and files to different locations [double-click to modifu);

Source | Destinationl Time Backed Up | Ti
C:hLabFiles, 5/3/2008 8:02:11 P - 5/3/2008 8:02:11 Phd
1| | »

— Restore Options
[T Bestore without access-contnal attributes [windows clients only)
If the destination file already exizts:

£ Dyemwite existing files

" Restare the filz using a temparary filename

% Do pot restore the file

7. Once the restore is complete, navigate to the c:\restore folder on the VCB proxy
server and copy it to the correct virtual machine.

Configuring Windows Services for Unix 3.5 (Optional)

By installing Windows Services for Unix (installed in Windows 2003 R2 by default),

vcbRestore can be executed from the Service Console directly for restores without needing to
copy the virtual machine’s backup files manually first. This allows a mount point to be created on
the Windows Server that can be accessed directly from the Service Console by using the mount

command.

1. Download Windows Services for Unix 3.5 from the Microsoft web site to a directory
such as, C:\unixservice on the VCB Proxy Server:
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http://www._microsoft.com/downloads/details.aspx?Familyl1D=896c9688-
601b-4411-81a4-02878Ff11778&DisplaylLang=en

2. After the files have finished unzipping, run C:\unixservice\setup.exe.

3. Accept EULA and all other default settings. When finished, do not reboot server yet.

4 . Change the following Server Service settings by going into Start > Administrative
Tools > Services:

ONC/RPC Port Mapper - Stopped and Manual
Server for NFS > Started and Automatic
User Name Mapping > Started and Automatic

Note: If NFS service won't start, configure ONC/RPC Port Mapper service as listed
above and reboot server.

5. Start Services for Unix Administration.

&l HP Array Corfic ™ : R

@ LIkl i Pemaokte Assistance | | File Folder
7] Administrative Tools b % CShel

%@ IR 7] Juniper Metwarks ¥ 5 Help for Services For UNIX
] MagicDisc » 4% Korn Shell
) veritas NetBackup » &) Readme
B¥ Adobe Reader 8 "B Services For UNIX Administration

A T Bl ‘Windows Services for UNIE  » .ﬂ Telnet Client

Itfj Start J E} & I I C\Program FilesihNetMes, .

6. Using WInSCP, copy Zetc/passwd and Zetc/group from one of the ESX host
machines managed by the VirtualCenter server to C-\netbackup on the VCB Proxy
Server. Close WIinSCP.

7. In the Windows Services for Unix application, select User Name Mapping from the list.
In the right pane, click the Use Password and Group files radio button and browse to
the folder in which these files reside.
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Uzer Name Mappigg on local computer

User Marme Mapping creates an association, or map, between Windows L
user and group names, To configure User Mame Mapping settings, selec
user and group narmes.

" Use Metwork Inforrnation Service (NIS)

& Use Password and Group files _

To add simple and advanced maps, use the maps tab, /
| |

To identify UNIX user and group names, enter the file path agl na
and group files for those users and groups.

Password file path and name:

|C:\netbackup\passwd Erowsze. ..

Group file path and name:

IC:\netbackup\grDup Browse... |

8. Next, select the Maps heading and click Simple Maps. Under Advanced Maps, click the
Show User Maps link.

User Mame Mapping on local computer Beload
Configuration m Map Maintenance _

You can create both simple and ad%d rnaps., When the Windows and UNIX user i
are identical, select Simple maps. To p ane name to several other names or when
not identical, use Advanced maps.

IF Eimple maps _

Select the name of the Windows domain that contains the Wwindows user or group n
want to map.

Windows domain name: !"-,"-,NITRCIGENDB j

Tao create maps, click apply. Us arme Mapping creates the maps automatically,
Advanced maps
To map user names,

Hide Uzer Maps

Show User Maps, To map group names, click Show Grou

Show Group kaps

windaows dormain name:

[#MNITROGENDS -l
Lizt Windows Uzers |

9. Click the List Windows Users and List Unix Users buttons and scroll down until
Administrator and root are selected. Click Apply and close application.
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Fo ; ;
Ligt Windows |lzers | Lizt UM Uzers |

Windows users: UMI® users:

Yindows Users k/’il Unix Users d | 1D I ‘;I

Adrninistrator root ]

Guest rpc 32

SUPPORT_385945a0 rprm 37

vechuser0l shutdown f _I

wvchuserQz sshd 74

vobuserd3 __"_'I student 500 _ﬂ
Windows user name; UNIX user name;
!Administratn:ur lrn:u:ut

To create a map, enter user namesw rmap, and E& add. * Add

Advanced rmaps are listed below, To display simple maps in the Mapped users list, select the check box
below, If multiple Wwindows user names are mapped to one UNIX user name, you must select one map to be
the prirary. To set a map to be the primary map, select the map and cli

Mapped users;

Windows User | Dijrn...l LMIx User | Iid | Prim... |
YWWNITROGENOSYAdministrator PCHNFS roat 0 * St Frimary
Femove

10.Create a folder on the VCB Proxy Server called C:\restore. Right-click the folder,
choose Properties, NFS Sharing. Click Share this folder and then click the
Permissions button. Check the box Allow root access and click OK twice.

Configuring the ESX host for vcbRestore from Windows NFS

Now that Windows Services for Unix has been installed on the VCB Proxy Server, vcbRestore
can be run directly from the Service Console without first copying over the backed up files.
WARNING: This is not officially supported by VMware. Use at your own risk!!

1. From a Putty session, log onto the ESX host as root. Start by opening up the firewall port
for the NFS Client. Do this through VirtualCenter or Putty.

#esxcfg-firewall —e nfsClient
2. Next, create a mount point to C:\restore on the Windows server.

#mkdir —p /mnt/restore
#mount —t nfs ipaddress_or_FQDN_of VCBProxy:/restore /mnt/restore

NOTE: To survive a reboot, modify Zetc/fstab.
9. When complete, log onto the Service Console as root and run:
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#vcbRestore —h IPAddress_or_ FQDN_of VC_or_Host —u username —p
password —s /mnt/restore

10. The virtual machine will restore into its original VMFS volume location.

11.0nce the restore is complete, make sure to clean out the C:\restore mount point on
the VCB Proxy Server.
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